
Cracow, May 8th, 2026 

VDV Poland Novum Living sp. z o.o.  

KRS 0000646416, ul. Kącik 4, 30-549 Kraków, 

Van der Vorm Poland Residential 1 sp. z o.o.  

KRS 0000770114, ul. Kącik 4, 30-549 Kraków, 

Van der Vorm Poland Residential 2 sp. z o.o. 

KRS 0000947669, ul. Kącik 4, 30-549 Kraków, 

Van der Vorm Poland Residential 3 sp. z o.o. 

KRS 0001064551, ul. Kącik 4, 30-549 Kraków, 

Van der Vorm Poland sp. z o.o.  

KRS 0000637242, ul. Kącik 4, 30-549 Kraków, 

 

 

Dear Madam / Dear Sir, 

 

On 28 and 29 April 2026, companies of Van der Vorm Group:  

1) VDV Poland Novum Living sp. z o.o., KRS 0000646416, ul. Kącik 4, 30-549 Kraków, 

2) Van der Vorm Poland Residential 1 sp. z o.o., KRS 0000770114, ul. Kącik 4, 30-549 

Kraków, 

3) Van der Vorm Poland Residential 2 sp. z o.o., KRS 0000947669, ul. Kącik 4, 30-549 

Kraków, 

4) Van der Vorm Poland Residential 3 sp. z o.o., KRS 0001064551, ul. Kącik 4, 30-549 

Kraków, 

5) Van der Vorm Poland sp. z o.o., KRS 0000637242, ul. Kącik 4, 30-549 Kraków 

 

as data controllers (hereinafter each as: the “Controller” or “VdV”), received information from 

the provider of the system in which we process personal data (System Obsługi Najmu sp. z o.o., 

hereinafter: “SON”), about a personal data breach, which may have affected personal data of 

tenants, persons cohabitating with tenants, guarantors of the tenants’ obligations, and 

emergency contacts.   

 

In connection with the above, we would like to provide you with detailed information on the 

nature of the breach, its potential consequences, the measures implemented by us and by SON 

to address the breach, and the steps you can take to mitigate any potential adverse effects. 

 

1. What happened? 

 

On 24–25 April 2026, unauthorised downloading of files occurred from a data storage service 

in which SON, acting as a processor, stores documents, including documents relating to our 

clients who are tenants of premises: 

 

• Trio in Cracow, owned by VDV Poland Novum Living Sp. z o.o., 



• Steampark and Krakusa in Cracow, and Siedmiogrodzka and La Praga in Warsaw, owned 

by Van der Vorm Poland Sp. z o.o., 

• Greendustry in Cracow, owned by Van der Vorm Poland Residential 2 Sp. z o.o.,  

• Siennicka in Warsaw, owned by Van der Vorm Poland Residential 3 Sp. z o.o.,  

• Szwedzka and Solidarności in Warsaw, owned by Van der Vorm Poland Residential 1 Sp. 

z o.o. 

 

The attacker used a valid SON access key and downloaded files using a standard computer tool, 

acting from four internet addresses originating from anonymisation services (VPN networks). 

 

The incident was detected by SON on 27 April 2026. SON immediately invalidated the 

compromised key — as of that moment, further unauthorised access to the data has been 

technically impossible. 

 

2. Scope of the disclosed data, possible adverse effects and recommended actions 

 

Below we present a table setting out detailed information regarding the scope of personal data 

that may have been disclosed, the possible adverse consequences of the breach, and the 

protective actions we recommend — depending on your relationship with VdV company, the 

scope is as follows: 



Data subject affected by the 

breach 

Scope of personal data that 

may have been disclosed 

Possible adverse consequences of 

the breach 

Recommended protective actions 

TENANT 

(a natural person who is a 

party to a lease agreement 

concluded with VdV company) 

• Full name; 

• national identification 

number (PESEL);  

• business activity details 

(company name, tax 

identification number 

(NIP));  

• identity document 

number/series/expiry date 

(ID card/passport);  

• residential and 

correspondence address;  

• telephone number;  

• email address;  

• address and details of the 

leased property (including 

apartment, parking space, 

storage unit);  

• lease agreement and 

performance details 

(including term, rent and 

fees, settlements);  

• bank account number. 

 

• Identity theft attempts (based on a 

full set of identifying data: name, 

surname, address, identity 

document data, PESEL); 

• unauthorised financial 

transactions (bank account 

number, financial data);  

• phishing / impersonation attempts 

(emails, SMS, calls allegedly 

from a bank, public authority, 

Social Insurance Institution 

(ZUS), medical clinic, service 

provider or from us);  

• attempts to obtain loans in your 

name from non-bank institutions 

(e.g. online or by phone);  

• attempts by third parties to enter 

into civil law contracts in your 

name;  

• publication of your personal data 

online;  

• impersonation to obtain 

additional information (e.g. login 

credentials, payment card 

details);  

• access to healthcare benefits and 

health data (patient registration 

To mitigate the risks arising from the 

incident, we recommend to: 

• Restrict your PESEL number in 

the mObywatel application (as of 

June 2024, anyone may restrict 

their PESEL in the mObywatel 

app or at an office — this helps 

prevent credit being taken out or a 

bank account being opened 

without your knowledge; 

procedure information: 

https://www.gov.pl/web/gov/zastr

zez-swoj-numer-pesel-lub-cofnij-

zastrzezenie), 

• Monitor credit enquiries with the 

Credit Information Bureau (BIK) 

and the National Debt Register 

(KRD) — reports can be obtained 

free of charge once every 6 

months from each bureau, 

• Enable SMS alerts for your bank 

account (most banks offer this free 

of charge). (4) Exercise particular 

caution regarding data extraction 

attempts — fake emails, SMS and 

calls allegedly from a bank, public 

https://www.gov.pl/web/gov/zastrzez-swoj-numer-pesel-lub-cofnij-zastrzezenie
https://www.gov.pl/web/gov/zastrzez-swoj-numer-pesel-lub-cofnij-zastrzezenie
https://www.gov.pl/web/gov/zastrzez-swoj-numer-pesel-lub-cofnij-zastrzezenie


systems can sometimes be 

accessed by phone following 

identity verification using 

PESEL);  

• misuse of civic rights (e.g. voting 

on civic budget initiatives);  

• breach of confidentiality of data 

contained in documents. 

authority, ZUS, clinic or service 

provider, 

• Do not respond to persons calling 

or writing while pretending to be 

our employees or property 

managers, bank employees or the 

police and asking you to provide 

data or to make a transfer to a 

“safe account”; if in doubt, end the 

call and call back using our known 

company number 

• If you notice any alarming signs 

(attempts to log in to your 

accounts, unauthorised financial 

transactions, suspicious 

messages), please contact us 

immediately and report the matter 

to the police, 

• If your data is published on any 

website, request its removal from 

the website administrator, 

• Change passwords for online 

banking (we recommend using 

password managers and enabling 

two-factor authentication), 

• Create an account in the Business 

Information Bureau InfoMonitor 

system to monitor whether you 



have been entered on the debtors 

list. 

PERSON COHABITING 

WITH A TENANT  

(a natural person who is not a 

party to the lease agreement 

concluded with VdV company 

but who was indicated as 

having the right to cohabit in 

the premises).  

If the cohabiting person is a 

minor, this notice is addressed 

to you as the parent/legal 

guardian. 

• Full name;  

• date of birth or national 

identification number 

PESEL; 

• place of birth;  

• registered address and 

residential address;  

• ID card or passport 

number. 

• Identity theft attempts (based on a 

full set of identifying data: name, 

surname, address, identity 

document data, PESEL);  

• attempts to obtain loans in your 

name from non-bank institutions 

(e.g. online or by phone);  

• attempts by third parties to enter 

into civil law contracts in your 

name;  

• publication of your personal data 

online;  

• impersonation to obtain 

additional information (e.g. login 

credentials, payment card 

details);  

• access to healthcare benefits and 

health data (patient registration 

systems can sometimes be 

accessed by phone following 

identity verification using 

PESEL);  

• misuse of civic rights (e.g. voting 

on civic budget initiatives);  

• breach of confidentiality of data 

contained in documents. 

To mitigate the risks arising from the 

incident, we recommend to: 

• Restrict your PESEL number in 

the mObywatel application (as of 

June 2024, anyone may restrict 

their PESEL in the mObywatel 

app or at an office — this helps 

prevent credit being taken out or a 

bank account being opened 

without your knowledge; 

procedure information: 

https://www.gov.pl/web/gov/zastr

zez-swoj-numer-pesel-lub-cofnij-

zastrzezenie), 

• Monitor credit enquiries with the 

Credit Information Bureau (BIK) 

and the National Debt Register 

(KRD) — reports can be obtained 

free of charge once every 6 

months from each bureau, 

• Exercise particular caution 

regarding data extraction attempts 

— fake messages allegedly from a 

bank, public authority, ZUS, clinic 

or service provider, 

https://www.gov.pl/web/gov/zastrzez-swoj-numer-pesel-lub-cofnij-zastrzezenie
https://www.gov.pl/web/gov/zastrzez-swoj-numer-pesel-lub-cofnij-zastrzezenie
https://www.gov.pl/web/gov/zastrzez-swoj-numer-pesel-lub-cofnij-zastrzezenie


• Do not respond to persons who, 

while pretending to be our 

employees or property managers, 

bank employees or the police, ask 

you to provide data or to make a 

transfer to a “safe account”; if in 

doubt, end the call and call back 

using our known company 

number, 

• If you notice any alarming signs, 

please contact us immediately and 

report the matter to the police, 

• If your data is published on any 

website, request its removal from 

the website administrator, 

• Create an account in the Business 

Information Bureau InfoMonitor 

system to monitor whether you 

have been entered on the debtors 

list. 

GUARANTOR 

(a natural person who has 

guaranteed the tenant’s 

obligations to the VdV company).  

 

• Full name; 

• residential address;  

• identity document 

number/series/expiry date 

(ID card/passport);  

• national identification 

number (PESEL);  

• telephone number;  

• email address;  

• Identity theft attempts (based on a 

full set of identifying data: name, 

surname, address, identity 

document data, PESEL);  

• attempts to obtain loans in your 

name from non-bank institutions 

(e.g. online or by phone);  

To mitigate the risks arising from the 

incident, we recommend to: 

• Restrict your PESEL number in 

the mObywatel application (as of 

June 2024, anyone may restrict 

their PESEL in the mObywatel 

app or at an office — this helps 

prevent credit being taken out or a 



• Giarantee details 

(including guarantee 

sum). 

• attempts by third parties to enter 

into civil law contracts in your 

name;  

• publication of your personal data 

online;  

• impersonation to obtain 

additional information (e.g. login 

credentials, payment card 

details);  

• access to healthcare benefits and 

health data (patient registration 

systems can sometimes be 

accessed by phone following 

identity verification using 

PESEL);  

• misuse of civic rights (e.g. voting 

on civic budget initiatives);  

• breach of confidentiality of data 

contained in documents 

bank account being opened 

without your knowledge; 

procedure information: 

https://www.gov.pl/web/gov/zastr

zez-swoj-numer-pesel-lub-cofnij-

zastrzezenie), 

• Monitor credit enquiries with the 

Credit Information Bureau (BIK) 

and the National Debt Register 

(KRD) — reports can be obtained 

free of charge once every 6 

months from each bureau, 

• Exercise particular caution 

regarding data extraction attempts 

— fake messages allegedly from a 

bank, public authority, ZUS, clinic 

or service provider, 

• Do not respond to persons who, 

while pretending to be our 

employees or property managers, 

bank employees or the police, ask 

you to provide data or to make a 

transfer to a “safe account”; if in 

doubt, end the call and call back 

using our known company 

number, 

• If you notice any alarming signs, 

please contact us immediately and 

report the matter to the police, 

https://www.gov.pl/web/gov/zastrzez-swoj-numer-pesel-lub-cofnij-zastrzezenie
https://www.gov.pl/web/gov/zastrzez-swoj-numer-pesel-lub-cofnij-zastrzezenie
https://www.gov.pl/web/gov/zastrzez-swoj-numer-pesel-lub-cofnij-zastrzezenie


• If your data is published on any 

website, request its removal from 

the website administrator, 

• Create an account in the Business 

Information Bureau InfoMonitor 

system to monitor whether you 

have been entered on the debtors 

list. 

IN CASE OF 

EMEERGENCY CONTACT  

(a natural person who was 

indicated as indicated by the 

tenant as in case of emergency 

contact person).  

 

• Full name, 

• telephone number, 

• email address.  

 

• attempts to obtain loans in your 

name from non-bank institutions 

(e.g. online or by phone),  

• publication of your personal data 

online. 

To mitigate the risks arising from the 

incident, we recommend to: 

• Exercise particular caution 

regarding data extraction attempts 

— fake messages allegedly from a 

bank, public authority, ZUS, clinic 

or service provider, 

• Do not respond to persons who, 

while pretending to be our 

employees or property managers, 

bank employees or the police, ask 

you to provide data or to make a 

transfer to a “safe account”; if in 

doubt, end the call and call back 

using our known company 

number, 

• If you notice any alarming signs, 

please contact us immediately and 

report the matter to the police, 



If your data is published on any website, 

request its removal from the website 

administrator. 

 

At this stage, we have not identified cases of actual unauthorised use of your data; however, due to the nature of the incident, this cannot be 

entirely excluded. 



3. What we are doing — as controller of your data 

 

• Immediately after receiving the information from SON, we took explanatory and security 

measures, including measures aimed at determining the actual scope of the data and the 

individuals affected by the breach. 

• All VdV companies submitted a personal data breach notification to the President of the 

Personal Data Protection Office (UODO) in accordance with Article 33(1) GDPR. 

• We remain in ongoing contact with SON to receive updates, including to determine the 

cause of the incident and to confirm the implementation by SON of the declared remedial 

and security measures. 

• We maintain full documentation of the incident in accordance with Article 33(5) GDPR. 

• If there are any significant new findings, we will inform you without undue delay. 

 

4. What SON is doing — as the Processor 

 

SON has taken the following actions (according to the information provided to us): 

 

• 27 April 2026 — invalidation of the compromised access key — from that moment, further 

unauthorised access to the data has been technically impossible; 

• blocking access to the data container for all internet addresses used by the attacker; 

• activation of an incident response procedure compliant with ISO/IEC 27001:2022; 

• an independent application security test conducted on 28 April 2026 by an external 

cybersecurity specialist — no vulnerabilities were identified that could have been the 

source of the incident; 

• notification of the incident to CERT Poland (NASK) — the national computer security 

incident response team; 

• notification to the Central Cybercrime Bureau (CBZC) regarding suspicion of a criminal 

offence; 

• entering into an agreement with a company specialising in cybersecurity and digital 

forensics and incident response (DFIR); 

• initiation of the process on the part of the cyber insurance provider. 

 

5. Contact details 

 

If you have any questions or would like to provide us with additional information in connection 

with the incident, please contact: 

 

via mail: ul. Kącik 4, 30-549 Kraków 



via email: rodo@kwkr.pl  

 

Authorised representative: 

Mariusz Purgał, Attorney-at-law  

E-mail: rodo@kwkr.pl  

Correspondence address: KWKR Konieczny Wierzbicki i Partnerzy S.K.A., ul. Kącik 4, 30-

549 Kraków 

 

Yours faithfully, 

 

 

Mariusz Purgał, Attorney-at-law  

mailto:rodo@kwkr.pl
mailto:rodo@kwkr.pl

